
API via bash

#!/bin/bash
ACCESS_TOKEN=`curl -s -X POST --data @user-data.json -H 'X-Amz-
Target: AWSCognitoIdentityProviderService.InitiateAuth' -H 
'Content-Type: application/x-amz-json-1.1' https://cognito-idp.us-
east-1.amazonaws.com/ | jq -r .AuthenticationResult.AccessToken`

curl -X GET -H "Authorization: Bearer $ACCESS_TOKEN" 
"https://api.blockpliance.com/v1/grade/
12cbQLTFMXRnSzktFkuoG3eHoMeFtpTu3S/BTC"

path: /v1/grade/<hash>/<currency>

{
  "AuthParameters": {
    "USERNAME": "djp3@blockpliance.com",
    "PASSWORD": “****”
  },
  "AuthFlow": "USER_PASSWORD_AUTH",
  "ClientId": "4e9dium43p2dgdhfdop2lq6ong"
}

user-data.json

{
"version": "1.0",
"errors": [],
"warnings": [],
"result": {

"grade": {
"letter": "F",
"ordinal": 11

},
"risk_categories": ["OFAC", "Dark Web"],
"computed_on": {

"date_time": "2023:03:30:19:19:01:UTC",
"millis": 1680202854689

},
}

} sample response

{
"version": "1.0",
"errors": [<array of strings, empty if no errors>],
"warnings": [<array of warnings, empty if no warnings>],
"result": {

"grade": {
"letter": <string drawn from "A+","A","A-","B+","B","B-","C+","C","C-","D+","D","D-","F">,
"ordinal": <integer drawn from [0:11]>

},
"risk_categories": [<array of strings describing the rationale for the grade>],
"computed_on": {

"date_time": "<string in  "yyyy:MM:dd:HH:mm:ss:z" format>",
"millis": <long, millis since epoch>

},
}

} template response

#!/bin/bash
ACCESS_TOKEN=`curl -s -X POST --data @user-data.json -H 'X-Amz-Target: 
AWSCognitoIdentityProviderService.InitiateAuth' -H 'Content-Type: application/x-amz-json-1.1' 
https://cognito-idp.us-east-1.amazonaws.com/ | jq -r .AuthenticationResult.AccessToken`

curl -X GET -H "Authorization: Bearer $ACCESS_TOKEN" "https://api.blockpliance.com/v1/grade/
12cbQLTFMXRnSzktFkuoG3eHoMeFtpTu3S/BTC" full bash script
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API Overview
Overall Flow:
  1. Obtain username/password from sales@blockpliance.
  2. Computationally:
      a) Initialize by requesting a token from AWS Cognito using username/password.
      b) Query for info on a crypto address with an http call.
      c) Process JSON response for use in your system.
      d) Repeat b) & c) as necessary.

API via python

https://github.com/djp3/blockpliance.public

API Products
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OFAC Sanctions Screening
Instantly verify blockchain transactions against the latest U.S. Department 
of the Treasury's OFAC sanctions list.

■ Key Features:
   ■ Real-time screening of Bitcoin addresses 
      ■ (USDT on ETH coming Q3 2024)
   ■ Continuous updates from official OFAC data sources
   ■ Low-latency responses for high-throughput systems
   ■ Detailed match information for compliance reporting

■ Use Cases:
   ■ Pre-transaction risk assessment
   ■ Automated compliance checks in DeFi protocols
   ■ Regulatory reporting and audit trails
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Address Risk Attribution
Comprehensive risk profiling for crypto addresses through blockchain 
analysis and multi-source intelligence.

■ Key Features:
   ■ Multi-factor risk assessment incorporating on-chain and off-chain data 
      ■ (USDT on ETH coming Q3 2024)
   ■ Continuous updates based on latest blockchain activity and intel
   ■ Low-latency responses for high-throughput systems
   ■ Detailed attribution data for comprehensive risk understanding

■ Use Cases:
   ■ Enhanced due diligence for high-value transactions
   ■ Risk-based transaction monitoring and alerting
   ■ Customer risk profiling for crypto exchanges and institutions
   ■ Informed decision-making for DeFi protocols
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A.I. Risk Analysis
Advanced risk analysis for crypto addresses powered by artificial 
intelligence, incorporating on-chain, off-chain, and behavioral data.

■ Key Features:
   ■ AI-driven risk scoring for Bitcoin addresses
      ■ (USDT on ETH coming Q3 2024)
   ■ Comprehensive risk assessment combining blockchain data, external 
intelligence, and behavioral patterns
   ■ Adaptive learning model for evolving threat detection
   ■ Real-time updates reflecting the latest blockchain activities and emerging risks

■ Use Cases:
   ■ Predictive risk management for crypto exchanges and financial institutions
   ■ Enhanced AML and fraud prevention systems
   ■ Risk-based customer due diligence automationC
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details https://djp3.github.io/blockpliance.public/


